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The  Year  2000  problem  centers  around  how  many  information  systems  compute 
date  math  problems.  In  essence,  computers  affected  by  the  problem  use  only  two  digits 
of  the  year  instead  of  four  when  performing  date  math.  This  worked  well  in  the  last  part 
of  the  1900s  and  saved  valuable  computer  storage  space.  It  will  cause  problems  after  the 
year  2000  and  may  cause  computer  failure  in  one  of  three  ways.  The  computer  system 
may  reject  legitimate  entries,  simply  not  run,  or  compute  erroneous  results.  This  study 
explores  the  Year  2000  problem  as  the  nation’s  most  dangerous,  near-term  information 
problem.  A  second  significant  theme  argues  the  outdated  information  technology  model 
is  flawed  and  unsuitable  for  resolving  the  problem.  The  research  also  reviews  the  critical 
information  technology  issues  affecting  any  potential  Year  2000  solution  and  links  the 
problem  and  the  underlying  model  to  illustrate  the  shortfalls.  Furthermore,  the  problem 
may  have  a  negative  impact  on  the  information  operation  doctrine  evolving  in  the  Force 
XXI  Advanced  Warfighting  Experiments  and  delay  deployment  of  a  future  Army  Vision 
2010  force  and  the  Army  After  Next. 
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INTRODUCTION 


Information  technology  is  a  key  element  in  supporting  our  national  well-being, 
and  is  a  foimdation  for  our  nation’s  prosperity.’  Today,  the  “information  superhighway” 
or  National  Information  Infrastructure,  is  an  initiative  for  establishing  an  intemetted 
global  information  society  that  engages  more  nations  and  enlarges  the  worldwide 
economy  for  the  21st  century.^  Information  technology  is  now  a  strategic  U.S.  industry,  a 
foundation  for  economic  growth  and  an  element  of  national  power.^ 

Information  technology  has  also  significantly  changed  the  military  element  of 
national  power.  In  Operation  Desert  Storm  the  world  watched  on  Cable  News  Network 
as  a  US  and  Coalition  force  decisively  defeated  the  Iraqi  mihtary  using  an  overwhelming 
information  technology.  It  is  also  the  future  cornerstone  of  Joint  Vision  2010;  a  military 
strategy  focused  on  achieving  information  superiority.'*  Today,  the  Force  XXI  process 
integrates  information  as  the  essential  foundation  for  future  knowledge-based  warfare  as 
it  develops  an  information  operation  doctrine  that  supports  ttie  future  Army  Vision  2010 
strategy.^ 

However,  the  Information  Age  has  also  spawned  a  host  of  new,  non-traditional 
information  operation  threats  poised  to  strike  at  the  National  Information  Infrastructure. 
These  threats  include  hackers,  viruses  and  a  new  breed  of  sophisticated  Cyberspace 
thieves  preying  on  electronic  commerce.^  There  are  also  other  challenges.  The  1996 
Defense  Science  Task  Force  on  Information  Warfare-Defense  report  critically  stated  “we 
have  built  our  economy  and  our  military  on  a  technology  foundation  that  we  do  not 
control  and  which,  at  least  at  the  fine  detail  level,  we  do  not  imderstand.”^ 

The  author  contends  there  are  two  other  major  information  technology  problems. 
First,  the  Year  2000  problem  is  the  nation’s  most  dangerous,  near-term,  information 
problem.*  Second,  the  current  information  technology  model  no  longer  supports 
Information  Age  requirements.  This  model  has  also  produced  a  legacy  of  inefficient, 
inaccurate,  and  vulnerable  information  systems  that  are  too  costly  to  maintain  and  ill- 
suited  for  an  Information  Age  Army.  These  two  problems  have  potentially  serious 
imphcations,  and  present  a  complex  management  challenge  for  the  Army.  In  the  long 
term  they  could  derail  the  Force  XXI,  Army  Vision  2010,  and  the  Army  After  Next 
initiatives. 


This  paper  provides  a  course  of  action  and  required  resources  for  solving  the  Year 
2000  problem  and  provides  the  “ways,  means,  and  ends”  for  developing  a  near-term 
information  operation  capability.^  It  also  reviews  the  critical  information  technology 
issues  affecting  any  Year  2000  solution.  Finally,  it  provides  recommendations  for 
coxmtering  the  Year  2000  problem  and  replacing  the  current  information  technology 
model  with  one  that  will  support  Army  Vision  2010  objectives. 

THE  YEAR  2000  PROBLEM 

BACKGROUND.  Private  and  public  sector  awareness  and  concern  for  the  Year 
2000  problems  have  grown  significantly  in  the  past  year.  Recent  Congressional  hearings 
on  the  Year  2000  problem  included  testimony  from  government,  private  sector  and 
information  technology  witnesses.^®  These  Congressional  witnesses  identified  the 
systemic  issues  with  information  systems  that  store  the  value  of  the  year  in  a  two-digit 
value  instead  of  the  complete  four-digit  date- for  example,  97  for  1997. 

A  simple  math  problem  illustrates  the  Year  2000  problem.  The  problem 
subtracts  twenty  years  from  2017  resulting  in  the  correct  answer  of  1997.  The  Year 
2000-affected  computers  using  only  two  digits,  instead  of  four,  will  subtract  twenty  from 
seventeen  for  an  answer  of  minus  three.  There  is  also  another  major  problem;  the  next 
millennium  in  the  year  2000  is  a  special  leap  year  for  correcting  the  Gregorian  calendar. 
This  event  only  occurs  at  a  four  hundred  year  interval,  so  the  logic  in  the  computer 
program  must  factor  it  correctly.  * '  Furthermore,  the  Year  2000  problem  is  widespread 
and  may  exist  on  any  type  of  computer-based  information  system  that  performs  date 
math.  As  a  result  a  computer  system  could  fail  in  three  possible  ways.  It  may  reject 
legitimate  entries,  simply  not  run,  or  compute  erroneous  results. 

SCOPE.  This  problem  may  affect  all  levels  of  the  national  information 
infrastmcture,  including  Federal,  state,  and  local  governments  as  well  as  private  sector 
systems.  The  problem  is  ubiquitous,  existing  in  personal  computers,  and  even  in  such 
utility  systems  as  traffic  lights,  security  or  environmental  control  systems.^^  It  also 
affects  the  Department  of  Defense  (DoD)  Command,  Control,  Computers, 
Communications,  Intelhgence,  Surveillance  and  Reconnaissance  (C4ISR)  Systems, 
embedded  weapon  systems,  and  business  information  systems.  Unchecked  or 
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mismanaged  this  problem  jeopardizes  the  essential  information  operation  elements  of 
Joint  Vision  2010,  information  supremacy  and  dominant  battlefield  awareness/^ 

In  essence,  the  problem  potentially  affects  millions  of  lines  of  computer 
programming  code.  The  widely  publicized  estimate  for  correcting  the  worldwide  Year 
2000  problem  is  $300-600  billion  dollars.'®  This  rough  figure  represents  only  the 
estimated  amount  for  making  existing  information  systems  Year  2000-compliant,  with  no 
additional  functionality  or  capability.  It  does  not  include  any  estimates  for  rectifying 

T  ^  • 

&st-  or  second-order  effects  of  the  problem,  such  as  going  out  of  business  or  litigation. 
The  estimated  total  US  cost  for  solving  the  problem  is  approximately  $50-75  billion  in 

1  o 

which  the  federal  government’s  projected  cost  is  $25  billion  or  more. 

The  Social  Security  Administration  has  eight  years  of  actual  experience  on  the 
problem,  and  is  one  of  the  lead  government  agencies  in  this  effort.  The  agency  expects 
completion  of  the  $30  million  project  on  3 1  December  1998,  with  one  year  planned  for 
testing.'^  In  the  private  sector,  Allstate,  the  nation’s  second  largest  insurance  company, 
will  spend  at  least  $40  million  on  the  problem.  Moreover,  the  lessons-leamed  from 
organizations  working  the  problem  is  that  the  Year  2000  conversion  effort  is  often  larger 
than  envisioned,  and  costs  more  than  originally  estimated.  Since  many  other 
organizations  are  just  becoming  aware  of  the  problem,  the  scope  of  the  Year  2000 
problem  for  most  worldwide  organizations  is  still  largely  imdefined. 

The  Office  of  Management  and  Budget  confirmed  the  Year  2000  problem  is 
“indeed  substantial  and  potentially  veiy  serious.”^^  Unfortunately,  until  recently,  the 
issue  could  not  compete  with  tangible,  non-technical  problems.  The  vexing  technical 
aspects,  immense  scope,  and  cost  projections  caused  an  imderstandable  sense  of  denial  by 
management.  For  many  years  it  was  much  easier  rationalizing  a  technology 
breakthrough  would  inexpensively  resolve  the  problem.  It  is  now  clear  there  is  no  “silver 
bullet”  solution,  and  the  problem  has  a  fixed  deadline.^'*  The  General  Accounting  Office 
recently  placed  the  Year  2000  problem  on  the  list  of  “high  risk”  programs.^®  These 
programs  are  hi^  risk  because  of  the  clear  potential  for  fraud,  waste,  abuse  and 
mismanagement;  or  there  is  a  serious  problem  in  meeting  cost,  performance  or  schedule 
objectives. 
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A  POTENTIAL  THREAT.  The  DoD  Director  of  Defense  Research  and  Development 
tasked  the  MITRE  Corporation  for  a  quick  assessment  of  the  Year  2000  problem  in  DoD 
computer  systems,  and  a  validation  of  the  size  and  scope.  The  report  confirmed  the 
problem’s  factual  basis  and  made  several  recommendations,  including  analysis  and 
testing  of  all  DoD  systems,  “to  avoid  potentially  disastrous  consequences.”^^  The  DoD 
Assistant  Secretary  for  Defense,  Command,  Control,  Communications  and  Intelligence 
considers  Year  2000  to  be  a  serious  problem,  and  stated  that  “\ve  are  treating  it  much  as 
we  would  a  computer  viras...[with]  catastrophic  consequences  should  it  happen  during 
a... national  security  crisis.”^’  His  Deputy  Assistant  Secretary  is  also  on  record  as  stating, 
“The  Year  2000  problem...is  both  real  and  serious,...[and]  is  a  management  problem,  the 
magnitude  and  complexity  that  we  have  never  before  faced.”^^ 

The  Year  2000  problem  is  a  new  type  of  information  operation  threat.  No  enemy 
will  wade  ashore  and  no  bombs  will  fall  on  American  cities.  The  danger  comes  fi-om 
within  the  nation’s  information  systems  itself  However,  the  damage  may  be  more 
extensive  than  any  foreign  attack  on  the  nation.  The  Year  2000  problem,  growing  for 
over  thirty  years,  is  a  digital  “fifth  colximn.”  This  massive  problem  may  cripple  the 
nation’s  computer  information  systems;  the  emerging  national  information  center  of 
gravity.^®  Furthermore,  potential  foes  know  the  time  of  this  potential  window  of 
vulnerability. 

The  President  recently  signed  a  major  policy  directive.  Executive  Order  13010, 
Critical  Infirastmcture  Protection  setting  the  groundwork  to  prepare  the  nation  against  this 
new  type  of  threat.  It  established  a  President’s  Commission  to  “recommend  a 
comprehensive  national  policy  and  implementation  strategy  for  protecting  critical 
infi-astructures  firom  physical  and  cyber  threats  and  ensuring  their  continued  operation.”^® 
This  action  was  in  part  influenced  by  the  National  Defense  Authorization  Act  for  Fiscal 
Year  1997.  It  required  the  President’s  report  to  Congress  “setting  forth  the  national 
policy  on  protecting  the  national  information  infi-astructure  against  strategic  attacks.”^' 

The  1996  Defense  Science  Board  Task  Force  on  Information  Warfare-Defense 
recommended  over  fifty  actions  for  DoD’s  preparation  for  this  new  type  of  warfare.  It 
included  the  following  statement:  “In  the  information  age  as  in  the  nuclear  age,  deter  is 
the  first  fine  of  defense.... This  deterrence  must  include  an  expression  of  national  will  as 
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expressed  in  law  and  conduct,  a  declaratory  policy  relative  to  consequences  of  an 
information  warfare  attack  against  the  United  States.”^^  The  Task  Force  also 
recommended  reallocating  approximately  $3  billion  over  the  next  five  years  for 
implementing  the  needed  actions.^^ 

From  a  strategic  planning  perspective  an  understanding  of  the  Year  2000  problem 
requires  a  shift  jfrom  the  Industrial  Age  force-on-force  model  to  an  Information  Age 
capabihties-based  model.  This  presents  strategic  planners  with  a  radical  change  firom  a 
known,  well-defined  enemy  during  the  Cold  War.  Today,  planners  must  develop 
strategies  against  a  plethora  of  non-traditional  threats  engaged  in  asymmetrical,  offensive 
information  operations  against  US  national  interests  and  power. 

CRITICAL  INFORMATION  TECHNOLOGY  MODEL  ISSUES 

The  Year  2000  is  not  the  only  critical  information  technology  issue  facing  the 
Army  today.  A  critical  analysis  of  the  current  Army  information  technology  model 
reveals  several  other  significant  shortcomings  in  the  “as  is”  information  technology 
environment  that  will  have  an  adverse  impact  on  any  plan  to  resolve  the  problem.  Some 
of  these  major  problems  are;  data  integration,  data  accuracy,  data  overload,  horizontal 
and  vertical  integration,  an  outmoded  Industrial  Age  information  technology  model,  and 
security. 

DATA  INTEGRATION  PROBLEMS.  Data  integration  is  a  significant  operational 
problem  today.  In  Bosnia  the  commander  needs  a  “fused  real-time,  true  picture”  that  is 
flexible  enough  for  his  changing  critical  information  requirements.^^  According  to  the 
deputy  commander  of  U.S.  Army  Europe,  the  groimd-tmth  was,  “What  I  had  was  a  lot  of 
stuff,  not  all  integrated.”^^ 

Prairie  Warrior  96,  an  “advanced  warfighting  experiment,”  demonstrated  the 
beginnings  of  integration  and  interoperability  with  a  limited  set  of  task  force  messages.  It 
was  a  positive  step  toward  “common  information  sharing  through  database  queries.”^’ 
However,  it  also  foimd  that  “more  effort  must  be  placed  on  database  continuity.. .firom 
target  C4I  system  through...interfaces  to  the  JTC.”^*  Observations  fi’om  Prairie  Warrior 
96  included:  “training  must  include  adherence  to  database  standards  and  full  C4I  system 
integration.”^^ 
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The  4th  Infantry  Division  at  Ft.  Hood  is  developing  the  Division  XXI  redesign  for 
total  battlefield  awareness.  However,  integration  is  still  an  issue.  The  task  force  fixed  all 
“warstoppers”  identified  in  early  September  1996,  except  one,  the  “vertical  information 
flow  firom  applique  to  battalion.”^®  The  consensus  from  platoon  lane  test  evaluations 
stated:  “situation  awareness  works,  but  not  often;  electronic  overlays  do  not  work  and 
overall  the  system  is  not  ready  for  the  National  Training  Center.”^* 

DATA  ACCURACY  PROBLEMS.  The  Army  has  also  experienced  problems  in  data 
accuracy.  In  the  personnel  arena,  this  has  adversely  affected  service  to  soldiers  and 
critical  decision  processes.  The  Deputy  Chief  of  Staff  for  Personnel  established  a  “Data 
Accuracy  Task  Force”  and  charged  it  with  correcting  the  situation.  The  proposed 
solution  is  a  two-phased  migration  plan  for  a  Total  Army  personnel  information 
architecture.  This  includes  the  “creation  of  an  Army  personnel  database  —  a  single, 
integrated  multi-component  database”  that  will  provide  accurate,  real-time  visibihty  of 
all  Army  military  human  resources  in  both  peace  and  war.^^ 

In  a  logistic  case  study,  the  Integrated  Combat  Service  Support  System  is  being 
designed  as  the  logistic  management  information  system  for  Force  XXI.  This  project 
will  integrate  several  logistic  Standard  Army  Management  Information  Systems.  It  will 
be  the  “Army’s  single,  seamless,  integrated,  and  interactive  combat  service  support 
automation  and  information  management  system,  with  true  integration  of  the  data.”^^ 

The  cited  data  accuracy  and  data  integrity  examples  are  pervasive  in  many  types 
of  information  systems.  The  case  studies  fi-om  the  persoimel  and  logistics  domains 
indicate  a  systemic  type  of  problem.  Both  of  the  organizations  have  selected  a  limited, 
vertical,  and  functionally  oriented  scope  for  resolving  the  issue.  In  neither  case  is  there 
any  indication  of  a  business  process  reengineering  effort  or  an  objective  of  horizontally 
integrating  the  new  systems  across  the  Army  in  support  of  Army  Vision  2010.'*'^ 

INFORMATION  OVERLOAD.  Another  issue,  closely  related  to  data  problems  is 
information  overload.  An  emerging  advanced  warfighting  experiment  insight  reveals  the 
system  cannot  overwhelm  leaders  with  data.  Therefore,  at  all  levels,  commanders  and 
staffs  must  develop  an  ability  for  “information  assessment... the  ability  for  selecting  and 
extracting  vital  information  fi-om  the  great  mass  of  useless  information  provided,”  or  data 
will  overwhelm  them."^ 
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HORIZONTAL  AND  VERTICAL  INTEGRATION.  Data  accuracy  issues,  data  integrity 
problems,  and  information  overload  are  all  indicators  of  a  systemic  horizontal  and 
vertical  integration  problem.  Several  organizations  in  the  Training  and  Doctrine 
Command  and  the  materiel  development  community  throughout  the  Army  today  perform 
horizontal  and  vertical  integration.'^®  Within  their  respective  domains,  these  organizations 
perform  a  critical  function;  although  they  have  a  limited  domain  expertise,  level  of 
responsibility,  organizational  focus,  and  resources.  No  one  organization  has  the  complete 
capability  for  horizontal  and  vertical  integration  scope  of  information  for  the  entire  Army. 
For  the  most  part,  the  current  horizontal  integration  process  for  information  has  failed. 
Congressional  hearings.  Government  Accoimting  Office,  and  Office  of  Management  and 
Budget  agencies  have  identified  and  documented  this  shortfall  in  several  critical  reports.'*^ 
AN  OUTMODED  INDUSTRIAL  AGE  INFORMATION  TECHNOLOGY  MODEL.  The 
issues  with  data  accuracy,  data  integrity,  information  overload,  and  horizontal  integration 
are  only  part  of  the  information  technology  model  problem  confronting  the  Army  today. 
The  high  cost  of  information  technology  and  the  existing  low  state  of  software 
development  productivity  indicate  the  Army  is  not  getting  a  good  return  on  investment 
for  its  money.  The  new  Secretary  of  Defense,  William  S.  Cohen,  is  highly  critical  of 
government  management  of  information  technology.  In  1994  he  provided  a  scathing 
report,  “Computer  Chaos:  Billions  Wasted  Bu3dng  Federal  Computer  Systems."  The 
report  criticized  the  Federal  Government’s  weak  oversight  and  failure  to  give  the 
taxpayers  a  good  value  for  $200  billion  expended  over  the  past  ten  years.'*^ 

Furthermore,  in  spite  of  this  large  investment,  government  “operations  continue  to 
be  hampered  by  inaccurate  data  and  inadequate  systems.  The  Cohen  report  also  cited 
poor  process  design  and  data  management  processes.  It  recommended  the  government 
make  needed  process  and  business  changes  before  developing  automated  solutions  to 
improve  its  operations.  The  report  continued  by  recommending  the  saving  of  billions  of 
dollars  by  first  reforming  administrative  practices. 

Cohen’s  report  also  found  DoD  financial  systems  produced  inaccurate  and 
imreliable  data  was  critical  of  DoD’s  operation  of  161  different  major  accounting  systems 
running  on  outmoded  computer  systems.®'  In  addition,  the  information  DoD  needs  is  in 
many  cases  unavailable,  incomplete,  or  in  an  unusable  format.®^  The  lack  of  standardized 
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data  structures  across  systems  resulted  in  database  queries  for  different  systems  providing 
multiple  answers.  The  Cohen  report  asserted,  “DoD’s  failure  to  modernize  its  computer 
systems  will  have  a  serious  effect  on  military  readiness  and  DoD’s  ability  to  purchase 
major  weapon  systems.”^^ 

In  an  era  of  tight  budgets,  information  technology  numbers  are  huge.  Annual 
federal  information  technology  expenditures  accormt  for  almost  5  percent  of  all  federal 
discretionary  spending  and  12.5  percent  of  government  procurement  of  goods  and 
services.^'^  Furthermore,  the  DoD  spends  37  percent  of  the  government’s  computer 
budget,  the  largest  federal  purchaser  of  information  technology.^^ 

Not  only  is  the  scope  of  known  DoD  information  technology  investments 
staggering;  the  DoD  is  not  sure  how  much  it  spends  on  information  technology.  Of  an 
estimated  $25  to  $42  billion  reported  annually  by  DoD  on  computer  systems,  less  than  $7 
billion  of  this  total  is  for  hardware.^^  In  addition,  the  DoD  has  estimated  that  it  spends  an 
additional  $24  to  32  billion  annually  for  software  embedded  in  weapon  systems.^^  It  is 
obvious  software  has  become  the  major  cost,  performance,  and  schedule  driver  for  DoD. 

Other  findings  identified  significant  first-  and  second-order  problems.  Some 
examples  of  these  systemic  types  of  problems  illustrate  the  enormous  cost  borne  by  the 
taxpayer  for  mistakes  that  provide  no  benefit  to  the  DoD.  In  one  instance,  the  DoD 
bought  $30  billion  of  spare  parts  it  did  not  need.  During  one  accounting  period  DoD 
accraed  over  $41  billion  in  payments  it  could  not  match  up  with  invoices.^*  In  an  another 
case,  the  DoD  in  one  six-month  period,  experienced  $75 1  million  in  returned  DoD 
contractor  overpayments.^^ 

The  situation  from  a  cost,  performance,  and  schedule  perspective  is  also  negative. 
Failures  or  major  defects  in  large  information  systems  can  have  very  significant 
economical  impact.  According  to  Capers  Jones,  a  noted  software  industry  analyst,  the 
number  of  defects  in  software  as  measured  by  function  points,  increases  exponentially 
and  becomes  more  significant  in  larger  systems.^**  Function  points  have  replaced  lines  of 
codes  as  a  commonly  accepted  measurement  of  sizing  and  costing  information  systems. 
Many  nations  have  a  skilled  workforce  that  can  develop  software  between  $125  and  $250 
per  function  point,  while  the  cost  is  $1,000  per  function  point  in  the  United  States.^^ 
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Similarly,  as  software  systems  have  become  larger,  the  ability  for  managing  these 
systems  has  not  kept  pace.  Development  costs  continue  rising  dramatically  while  overall 
software  development  productivity  has  not  improved.  The  Software  Engineering  Institute 
in  the  past  ten  years  has  developed  a  widely  accepted  software  process  improvement 
model  for  evaluating  capabilities  of  software  developers,  the  Capability  Maturity  Model. 
The  effort  has  not  achieved  the  desired  results.  In  a  review  of  the  379  participating 

organizations  that  have  process  improvement  programs  in  place,  73  percent  rate  no  higher 
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than  the  lowest  level  of  productivity.  Productivity  is  a  significant  issue,  since  the  DoD 

now  depends  on  outsoiucing  most  software  development  work  into  the  private  sector. 

The  comparatively  high  cost  of  US  software  developers  and  their  relatively  low 
productivity  on  large  system  development  forecasts  a  daunting  challenge  for  resolving 
Year  2000  problems. 

There  are  other  significant  issues  for  achieving  the  goal  of  Year  2000  compliancy. 
As  the  millennium  year  draws  nearer,  there  will  be  stiffer  competition  and  greater 
demand  from  the  public  and  private  sectors  for  scarce  programmer  resources.  The  well- 
documented  limitations  of  the  DoD  acquisition  system  for  acquiring  timely  services  and 
materials  may  further  complicate  the  solution  of  the  Year  2000  problem.®'^  Compoimding 
this  situation  as  demand  outpaces  the  supply  of  domestic  software  developers,  there  is  the 
potential  for  contractors  doing  work  overseas  cheaper,  with  foreign  nationals.  In 
compressing  an  effort  of  this  scope  into  a  very  short  timeline,  the  situation  also  poses  a 
potential  security  threat.  The  immediate  emphasis  will  be  on  fixing  the  problem;  and  not 
integrating  information  security  safeguards  that  will  prevent  programmers  from  inserting 
vulnerabilities  into  the  software  code. 

SECURITY.  Information  security,  information  assurance  and  computer  network 
attacks  have  been  a  systemic  shortfall  of  DoD  information  systems  and  other  federal 
agencies.^^  The  shortage  of  technically  qualified  persoimel  compounds  this  issue.^^  This 
includes  trained  and  certified  system  administrators  and  technical  oversight  at  the 
government-enterprise  level.  There  are  many  vulnerabilities  in  the  current  federal 
information  systems.  The  Government  Accounting  Office  (GAO)  reports  the  DoD  may 
have  experienced  250,000  computer  network  attacks  in  1995.^^  Of  these  attacks 
approximately  64  percent  of  successfully  resulted  in  imauthorized  access,  and  DoD 


9 


68 

detected  very  few.  The  GAO  has  concluded  that  in  spite  of  the  criticality  of  federal 
information  systems,  “they  are  not  being  adequately  protected”  from  unauthorized 
access.^®  The  GAO  has  documented  this  shortfall  in  over  30  reports.^®  In  view  of  the 
risks  to  national  security  if  this  condition  continues,  the  GAO  placed  information  security 
on  the  high-risk  list  of  programs  needing  special  oversight. 

THE  ARMY  PROJECT  CHANGE  OF  CENTURY  PLAN.  In  the  aforementioned 
information  enviroiunent,  the  Army  recently  developed  a  Year  2000  plan  for  repairing 
information  systems  with  the  Year  2000  problem.’’.  Resources  will  initially  come  from 
internally  reprogrammed  sources,  although  DoD  submitted  estimates  of  an  additional 
$970  million  for  the  Year  2000  problem  with  the  President’s  Fiscal  Year  98  budget.”  In 
the  resource-constrained  environment  the  emphasis  will  be  on  mission-critical  systems. 

However,  the  plan’s  most  immediate  challenge  may  be  in  the  testing  community. 
The  testing  community  has  only  limited  cost  estimates  for  a  small  percentage  of  affected 
DoD  systems.  The  Testing  and  Evaluation  Joint  Program  Office  currently  estimates  a 
cost  of  $22.5  million  for  fixing  its  own  five  himdred  internal  automated  systems  needing 
Year  2000  compliance.  Furthermore,  the  testing  community  has  not  scheduled  critical 
customer  tests  and  there  is  no  identified  funding  stream  for  Year  2000  testing.’"’  The  lack 
of  time,  limited  available  testing  resources,  and  the  scale  of  required  synchronization 
efforts  are  significant  impediments  for  solving  the  Year  2000  problem  in  time.’^ 

END,  WAYS,  AND  MEANS  FOR  A  NEW  INFORMATION  MODEL 

Any  solution  for  solving  the  Year  2000  problem  and  developing  an  Army  Vision 
2010  information  operation  capability  requires  the  application  of  an  Information  Age 
ends,  ways,  and  means.  The  application  of  these  criteria  provides  an  alternative  for 
solving  the  Year  2000  problem  by  “organizing  aroimd  information.”’^  The  following 
three  models  provide  a  theoretical  framework  for  developing  a  reference  model  upon 
which  to  build  the  physical  ends,  ways  and  means. 

ENDS.  Information  is  the  core  resource  of  military  effectiveness  and  the 
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foundation  for  information  supremacy.  The  concurrently  evolving  threads  of  parallel 
activity,  such  as  the  Force  XXI  advanced  warfighting  process,  comprise  the  environment 
of  this  new  model.  However,  dealing  with  this  new  model  will  take  a  complete  change  of 
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cultural  attitudes  and  runs  cotmter  to  a  well-established  requirement  and  acquisition 
system. 

In  today’s  Industrial  Age  model  there  is  more  emphasis  on  hardware  technology, 
the  speed  of  networks  moving  data,  and  the  capacity  for  storing  data;  than  the  underlying 
content  and  data  integrity  of  the  information.^*  Unfortunately,  the  current  Industrial  Age 
model  of  constantly  replacing  information  systems  with  faster  computers  and  networks 
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has  failed  in  the  primary  purpose  of  providing  “decisionable  information.” 

The  first  order  of  business  is  understanding  the  fiill  meaning  of  information.  The 

Cognitive  Hierarchy  Model,  prescribed  in  Joint  Pub  6.0,  Doctrine  for  Command,  Control, 

Communications,  and  Computer  (C4)  Systems  Support  to  Joint  Operations  and  Army 

Field  Manual  100-6,  Information  Operations,  defines  the  processes  that  transform  data 

into  information  and  ultimately  into  understanding.  This  reference  model  also  prescribes 

six  information  quality  criteria  for  commanders  and  planners:  accuracy,  relevance, 

timeliness,  usability,  completeness,  and  precision.  In  a  minor  difference.  Joint  Pub  6.0 
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defines  precision  as  brevity  and  adds  a  seventh  criterion,  security. 

Field  Manual  100-6  also  groups  the  information  quality  criteria  into  three  priority 
groups:  accurate  and  relevant  information,  timely  and  usable  information,  and  complete 
and  precise  information.*^  It  then  applies  the  following  heuristics,  stating  “incomplete  or 
imprecise  information  is  better  than  none  at  all;  xmtimely  or  unusable  information  is  the 
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same  as  none  at  all;  [and]  inaccurate  or  irrelevant  information  is  worse  than  none  at  all.” 

It  appears  that  a  solution  for  the  data  accuracy,  data  integrity  and  data  overload  problems 
in  the  current  information  model  starts  with  the  lowest  level  of  the  Cognitive  Hierarchy, 
data.  The  solution  would  then  step  up  the  Cognitive  Hierarchy  model;  a  sequential 
model,  consisting  of  four  layers,  with  each  one  building  on  the  foundation  layer  of  data. 

MEANS.  A  second  point  worth  reviewing  is  the  population  involved  in  the 
process  as  the  Army  transitions  into  the  new  warfare  dimension  of  information 
operations.  The  current  model  worked  well  for  developing  major  weapon  systems  over 
time  and  allowed  for  the  balancing  of  current  operations  with  future  modernization.  It 
has  not  worked  well  for  information  systems.  Information  is  no  longer  just  a  business 
decision  or  a  technical  problem  as  we  view  it  today.  Information  superiority  is  central  to 
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the  way  the  Army  will  fight  and  defend  the  nation  in  the  21st  century. Commanders, 
warfighters,  and  logisticians  should  actively  participate  in  all  activities  of  the  model. 

In  a  second  model,  Dr.  A.H.  Maslow’s  seminal  work,  the  Hierarchy  of  Needs 
models  the  motivation  of  people  in  the  workplace.  This  model  closely  represents  the  most 
critical  element  of  an  Information  Age  Army,  the  individual  soldier.  It  describes  the  five 
basic  needs  all  soldiers  face,  organized  into  successive  tiers;  survival,  safety,  love  esteem 
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and  the  highest  need,  self-actualization.  When  a  soldier  meets  an  existing  need,  they 
identify  a  higher  one.  Although  a  previous  need  does  not  require  complete  satisfaction 
before  moving  on  to  the  next  one,  the  emergence  of  these  higher  needs  follows  to  a 
certain  extent,  fi-om  the  satisfaction  of  the  previous  level(s).*^  The  Force  XXI  advanced 
warfighting  experiment  is  the  Army’s  initial  corporate  effort  of  systematically  applying 
information  doctrine  to  its  most  critical  mission,  warfighting.  The  advanced  warfighting 
experiment  process  inserts  the  warfighter  at  the  lowest  level  of  the  hierarchy,  totally 
immersing  him  in  the  process  of  assimilating  the  strength’s  and  weaknesses  of 
information  technology.  As  the  process  matures  soldiers  will  develop  a  common 
reference  set  of  Information  Age  tactics,  techniques,  and  procedures  and  advance  up  the 
hierarchy.  Similar  to  the  Cognitive  Hierarchy,  this  model  is  also  sequential;  consisting 
of  five  layers,  with  each  one  building  on  the  previous  one. 

WAYS.  The  Capability  Maturity  Model  is  the  third  model  reviewed.  The 
Software  Engineering  Institute  developed  it  after  decades,  of  fi-ustration  over  the  lack  of 
productivity.  This  model  measures  the  maturity  of  organizations  attempting  to  develop 
the  automated  processes  that  transform  the  data  into  information  on  the  Cognitive 
Hierarchy  Model.  The  critical  issue  it  addresses  is  the  fundamental  inability  of  software 
development  organizations  to  manage  the  software  development  process.  The  five  layers 
of  process  maturity  ranging  firom  low  to  high:  initial,  repeatable,  defined,  managed,  and 
optimizing;  provide  a  scale  for  measuring  the  organization’s  process  matiuity.^^  This 
model  links  the  previous  models  and  requires  commensurate  progress  in  both  before 
developing  quality  software.  The  warfighter  defines  the  critical  data  requirements  and  the 
processes  that  wicker  the  great  morass  of  useless  data  into  “decisionable  information.” 
Furthermore,  the  warfighter  must  grow  and  evolve  with  the  process  or  fail  to  reach  the 
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highest  level  of  the  hierarchy.  Like  Maslow’s  model  it  provides  a  five-level  fi-amework, 
with  each  level  providing  a  foundation  for  continuous  process  improvement. 

INFORMA  TION  SUPERIORITY  CORREIA  TION  MODEL.  A  new  information  model 
borrows  heavily  fi-om  the  three  reference  models.  My  hypothesis  suggests  there  is  a 
correlation  among  the  three  models  that  I  call  the  Information  Superiority  Correlation 
Model,  for  the  following  reasons.  First,  all  three  models  share  the  same  construct  and 
have  similar  rule  sets.  Second,  they  all  prescribe  a  hierarchical,  sequential  advancement 
process  dependent  on  satisfying  the  criteria  for  the  current  level.  Third,  a  setback  m  any 
of  the  previous  tiers  delays  or  reverses  advancement  in  the  model.  These  models  reflect 
what  I  consider  are  the  three  essential  components  of  the  new  information  technology 
model;  the  end,  ways  and  means  of  incorporating  the  warfighter  the  data  and  the 
processes  that  mold  the  data  into  information.  Finally,  in  the  Cognitive  Hierarchy  model 
this  hypothesis  infers  that  without  quality  criteria  for  data  at  the  lowest  level  and  valid 
processes  apphed  to  the  data,  information  —  is  unattainable. 
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CONCLUSION 

Any  Year  2000  solution  predicated  on  the  current  information  technology  model 
will  fail.  The  current  information  technology  model  evolved  over  time  with  no  master 
plan  for  guidance.  The  preponderance  of  evidence  indicates  it  is  costly,  ineffective  and 
flawed.  In  addition,  the  current  Industrial  Age  requirement  definition  and  material 
development  processes  supporting  the  information  technology  model  are  ill-suited  for  an 
evolving  Information  Age  model. 

The  Army  should  reexamine  the  basic  model  of  how  it  will  develop  the 
information  technology  for  achieving  Army  Vision  2010.  The  campaign  plan  for 
achieving  the  Army  Vision  2010  assumes  the  Army’s  “as-is”  information  technology 
position  is  secure.  This  assumption  is  false.  The  failure  of  properly  identifying  and 
addressing  all  current  information  technology  model  issues  early  in  the  Year  2000 
planning  process,  will  undermine  any  future  doctrine  or  strategy  based  on  information 
operations.  This  will  have  an  immediate  adverse  impact  on  solving  the  Year  2000 
problem  and  meeting  future  Army  Vision  2010  objectives.  Furthermore,  any  model  must 
define  the  strategic  ends,  ways  and  means  for  developing  an  information  operations 
capability. 

Finally,  any  solution  that  under-estimates  the  Year  2000  problem  could  result  in 
the  reallocation  of  significant  fiscal  resources  fi’om  fixture  Army  force  structure,  readiness 
and  modernization  accoimts.  In  the  projected  austere  budgeting  environment  this  may 
place  Army  missions  at  considerable  risk.  There  is  also  a  potentially  grave  danger  for  the 
national  security  if  mission-critical  systems  become  significantly  degraded  by  the  Year 
2000  effect  simultaneously  at  a  time  known  by  any  potential  adversary. 

RECOMMENDATIONS 

The  recommended  model  for  achieving  the  “to  be”  state  incorporates  the  tenets  of 
the  Information  Superiority  Correlation  Model,  is  architecture-based,  accoxmtability 
driven,  and  executed  in  a  distributed  methodology  by  empowered  information  operators. 
Joint  Vision  2010  and  Army  Vision  2010  are  the  conceptual  templates  for  the  “to  be” 
state.  They  call  for  an  increased  access  to  information,  and  “improvements  in  the  speed 
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and  accuracy  of  prioritizing  and  transferring  of  data”  Future  joint  military  operations 
will  also  require  information  superiority,  the  strategic  information  operation  ends. 

The  methodology  for  evolving  the  vision  into  reahty  is  through  the  DoD  Joint 
Technical  Architecture  and  Army  Technical  Architecture.  This  physically  implements 
the  strategic  information  model  ways.  These  key  documents  also  provide  the  ways  for 
providing  an  enterprise-wide,  horizontally  and  vertically  integrated  Year  2000  solution. 
They  form  the  formdation  around  an  interrelated  set  of  “building  blocks”:  an  Operational 
Architecture,  a  System  Architecture,  and  a  Technical  Architecture.  The  Operational 
Architecture  is  the  total  aggregation  of  missions,  functions,  tasks,  information  rules,  and 
business  rules  that  defines  the  type  of  information  required  for  complete  horizontal 
integration.  It  also  defines  the  firequency  of  exchange  and  the  tasks  supported  by  these 
information  changes.  The  Operational  Architecture  is  a  critical  component  for 
resolving  the  Year  2000  problem  and  achieving  Army  Vision  2010. 

However,  the  architectures  in  of  themselves  will  not  resolve  the  Year  2000 
problem.  There  is  a  second  required  element  of  the  model.  At  the  DoD  level.  Dr.  Paul 
Kaminski  identified  a  need  for:  “Readiness  measures...to  include  overall  management  of 
information  [and]  a  system  of  measures  with  which  to  gauge  our  readiness  in  this 
area.. ..Once  established,  these  readiness  measures  should  be  evaluated,  monitored,  and 
reported  penodically.”  At  the  Army  level,  the  Director  of  Army  Artificial  Intelligence 
stated,  “A  clear  big  picture  vision  within  DoD  is  missing.”^* 

The  “big  picture”  is  an  information  equivalent  to  the  Unit  Status  Report~an  Army 
Information  Status  Report.  In  the  new  information  model.  Joint  Pub  6.0  and  Field 
Manual  100-6  provide  the  seven  information  quality  criteria  and  three  priorities  for  the 
data  requirements  defined  by  the  Operational  Architecture.  An  Army  Information  Status 
Report  would  ideally  provide  service  information  for  a  Joint  Information  Status  Report. 
The  objectives  of  the  Information  Status  Report  are:  (1)  provide  the  warfighter  with 
“decisionable  information;”  (2)  improve  the  information  security  posture  of  Army 
information  systems;  (3)  give  the  Army  an  accurate  enterprise  information  status;  (4) 
develop  a  quantifiable  method  of  supporting  and  defending  information  systems  resource 
decisions;  (5)  affix  responsibility  for  processes  and  data;  (6)  provide  a  firm  foundation 
for  the  “systems  of  systems”;  (7)  integrate  horizontally  and  vertically  at  the  enterprise 
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level;  and  (9)  supports  bandwidth  requirements.  The  Information  Status  Rq>ort  provides 
a  critical  part  of  the  foxmdation  for  improving  data  accuracy  and  integrity,  while  reducing 
information  overload. 

The  third  issue  is  who,  how,  when,  and  where  will  this  capability  come  from  in 
today’s  constrained  environment.  The  Army  Officer  Personnel  Management  XXI  Task 
Force  has  developed  a  future  professional  development  model,  that  includes  a  career  field 
in  information  operation.  Dr.  Kaminski’s  white  paper  also  addressed  the  personnel 
shortcomings  and  lack  of  a  career  path  for  personnel  who  “will  manage  our  critical 
information  warfighting  functions.. ..What  is  needed  now  is  an  individual  with  hybrid 
qualities,  a  combination  of  intelligence  officer,  an  operations  officer,  a  C4  expert,  and  a 
logistician.”^^  A  recent  article  on  knowledge-based  warfare  gave  additional  insights  on 
information  operation  roles  stating:  “C4ISR  is  a  combat  function  of  the  information 
age....C4ISR  persoimel,  organizations,  and  processes-traditionally  regarded  as  combat 
support-must  now  be  defined  as  integral  to  combat.. ..Operations  will  absorb  many 
functions  we  associate  with  intelligence.”^"  Another  article  called  for  the  estabUshment 
of  an  Information  Corps  that  would  “create  common  doctrine  for  the  diverse  requirements 
of  information  warriors,. .facilitate  liaison  among  civilian  information  agencies.. ..[and] 
obviate  the  need  for  the  services  to  integrate  data  systems  because  standardization  would 
exist  from  the  outset.”^^  This  capability  would  provide  the  strategic  information  means. 

An  empowered  information  operation  corps  would  provide  the  Army  with  a 
capability  for  simultaneous,  synchronized,  and  distributed  information  operation  ~ 
organized  around  information.^^  Similar  to  the  JCS  J-3  model,  the  DCSOPS  would  be 
the  operational  proponent  and  integrate  this  capability  within  the  Army,  ensuring  unity  of 
effort  for  Army  information  operations.  An  Information  Status  Report  and  an  Army 
information  operation  corps  would  provide  the  strategic  information  operation  means. 
This  embryonic  information  operation  capability  would  evolve  into  a  corps  capable  of 
achieving  the  goals  of  focused  logistics  and  information  supremacy. 

However,  the  Y ear  2000  problem  requires  a  near-term  solution.  An  option 
available  today  is  the  creation  of  an  information  operation  officer  corps  from  the  Army 
functional  area  53  -  system  automation  officer  population.  This  option  would  also 
include  selected  officers  with  artificial  intelligence  skills  from  any  branch.  It  takes 
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advantage  of  a  corps  of  officers  with  significant  technical  expertise  who  are  now  in  TDA, 
TOE,  Joint,  and  DoD  positions  worldwide.  It  also  has  representation  by  officers  in  most 
branches  and  year  groups.  This  course  of  action  requires  no  additional  force  structure 
and  would  provide  a  basic  corps  of  information  operators,  now.  Other  specialties, 
functional  areas,  or  branches  could  augment  the  information  operation  corps.  Near-term 
this  option  provides  the  Army  with  a  contingency  corps  of  officers  for  solving  the  Year 
2000  problem. 

The  Army  would  implement  the  last,  critical  step  of  the  model  -  the 
accountability  feedback  loop  -  after  developing,  testing,  and  implementing  the 
Information  Status  Report.  Individuals  assigned  a  specific  responsibility  in  the 
Information  Status  Report  process  would  submit  measurable  indicators  of  their 
performance  in  this  area  on  their  Officer  Evaluation  Rqport  support  form.  This  would 
happen  at  all  levels  down  to  the  data  element  proponent.  This  procedure  would  facilitate 
the  senior  proponent’s  integrated  oversight  responsibility  of  the  budget,  requirement, 
acquisition,  and  information  systems.  Using  this  accountability-based  model  would 
vastly  improve  the  Army’s  capability  for  enterprise-wide  horizontal  and  vertical 
information  integration. 

Finally,  the  DoD  should  model  the  degradation  or  loss  of  mission  critical  systems 
and  develop  contingency  plans.  The  DoD  should  then  analyze  and  assess  the  risks  of 
potential  first-  and  second-order  Year  2000  problems  for  the  nation.  The  Army  in 
conjunction  with  interagency  working  groups,  should  review  and  revalidate  domestic 
recovery  and  reconstitution  plans.  This  working  group  must  plan  for  a  worst-case 
scenario  that  critically  affects  all  the  centers  of  national  power— economical,  political, 
psychological  and  military— simultaneously. 

As  significant  as  the  Year  2000  problem  will  be,  it  represents  a  tactical  defensive 
information  operation;  and  in  a  sense,  a  large-scale,  digital  combat  training  center 
opportunity.  The  Army  must  apply  the  proper  end,  ways  and  means  for  developing  a 
defensive  information  operation  capability  against  the  threat.  If  we  fail,  future  military 
historians  may  call  the  Year  2000  problem  a  digital  version  of  a  “Task  Force  Smith. 

This  alternative  future  could  be  far  more  devastating  than  any  conventional  defeat.  In  a 
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worst  case  scenario,  the  Year  2000  problem  may  stretch  and  tear  at  the  fabric  of  all 
American  national  powers 
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